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ABSTRACT

The upper bound of differential characteristic probability is mainly used to determine the number of rounds when
constructing a block cipher. As the number of rounds affects the performance of block cipher, it is critical to evaluate the
tight upper bound in the constructing process. In order to calculate the upper bound of differential characteristic probability,
the previous searching methods for minimum number of active S-boxes constructed constraint equations for non-linear
operations and linear operations, independently. However, in the case of BOGI design strategy, where linear operation is
dependent on non-linear operation, the previous methods may present the less tight upper bound. In this paper, we exploit
the properties of BOGI strategy to propose a new method to evaluate a tighter upper bound of differential characteristic
probability than previous ones. Additionally, we mathematically proved the validity of our method. Our proposed method was
applied to GIFT-64 and GIFT-128, which are based on BOGI strategy, and the upper bounds of differential characteristic
probability were derived until 9 round. Previously, the upper bounds of differential characteristic probability for 7-round
GIFT-64 and 9-tound GIFT-128 were 2 '5%% and 27 2%%° respectively, while we show that the upper bounds of
differential characteristic probability are more tight as 2 '*%! and 27 2%?, respectively.
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Fig. 1. One round of GIFT-64
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Fig. 2. Specification of GIFT Bit Permutation
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Table 5. Best probability and bound of
differential characteristic(GIFT-64)

Table 6. Best probability and bound of
differential characteristic(GIFT-128)

Round Best Bound Bound Round Best Bound Bound
Prob. (01d) (New) Prob. (01d) (New)
1 -1.415 -1.415 -1.415 1 -1.415 -1.415 -1.415
2 -3.415 -2.83 -2.83 2 -3.415 -2.83 -2.83
3 -7 -4.245 -5.66 3 -7 -4.245 -5.66
4 -11.415 -7.075 -8.49 4 -11.415 -7.075 -8.49
5 -17 -9.905 -11.49 5 -17 -9.905 -11.49
6 -22.415 -14.15 -16.98 6 -22.415 -14.15 -16.98
7 -28.415 -18.395 -19.81 7 -28.415 -18.395 -22.64
8 -38 -22.64 -22.64 8 - -24.055 -25.47
9 -42 -25.47 -25.47 9 - -26.885 -28.3
GIFT 128
. GIF'II'64 0 T T
Best Probability Ssr —0—:23;5(%7:)[]"'”
sF =6~ Bound(Old) —==Bound(New)
==& Bound(New) 10
£ 8
- 2 s Y s = P > 2 3 Cokam 7 B 9
Round
Fig. B. Graphical representation of the
Fig. 4. Graphical representation of the experimental results. (GIFT-128)

experimental results. (GIFT-64)
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Fig. 6. Specification of BOGI 4-bit S-box

Table 7. Bound of differential characteristic
(BOGI 4-bit)

Round Bound(0Old) Bound(New)
1 -1.415 -1.415
2 -2.83 -2.83
3 -4.245 -5.66
4 -7.075 -8.49
5 -9.905 -11.49
6 -12.735 -16.98
7 -15.565 -19.81
8 -16.98 -22.64

Table 8. 1-1 bit DDT of BOGI 4-bit S-box

Az & 1000 0100 0010 0001
1000 0 0 0 0
0100 2 0 0 0
0010 2 0 0 2
0001 0 0 0 0
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